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eSecurity Advisory 
New Vulnerability in Microsoft Excel Could Allow Remote Code Execution 

 

A new vulnerability, which is being actively exploited, has been discovered in Microsoft Office Excel that 
could allow a remote attacker to run and execute commands on the local system. This vulnerability can 
be exploited if a user visits a malicious web page which is specifically crafted to exploit this vulnerability. 
However, a more important concern is that this vulnerability can be exploited by receiving and 
executing the malicious Excel (.XLS) email attachments which are not likely to be blocked by email 
filters. 

It is important to note that Microsoft has not provided a patch for this vulnerability yet. 

 

What can you do? 

• Do not open untrusted Excel documents. 
• Ensure that all anti-virus software is up to date with the latest signatures. 

 
Listed below is more information that may helpful to users to protect their work and home computers.  

 
 
SUBJECT: 
New Vulnerability in Microsoft Excel Could Allow Remote Code Execution 
 
 
SYSTEMS AFFECTED: 
•  Microsoft Office Excel x for Mac  
•  Microsoft Office Excel 2004 for Mac  
•  Microsoft Office Excel 2000 Service Pack 1  
•  Microsoft Office Excel 2000 Service Pack 3  
•  Microsoft Office Excel 2002  
•  Microsoft Office Excel 2002 Service Pack 1  
•  Microsoft Office Excel 2002 Service Pack 2  
•  Microsoft Office Excel 2002 Service Pack 3  
•  Microsoft Office Excel 2003  
•  Microsoft Office Excel 2003 Service Pack 1  
•  Microsoft Office Excel Viewer 2003 
 
 
RISK:  
Government: 
    •  Large and medium government entities: High 
    •  Small government entities: High 
 
Businesses: 
    •  Large and medium business entities: High 
    •  Small business entities: High  
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Home users: High 
 
 
DESCRIPTION: 
A new vulnerability has been identified in the Microsoft Office Excel that may allow remote code 
execution.  The user’s computer can be exploited by visiting a malicious website which contains a 
specially crafted XLS file. According to Symantec DeepSight Threat Management System, it should be 
noted that this vulnerability can also be exploited by receiving a malicious Excel document called 
‘okN.xls’. This code has been associated with the following malware files, Trojan.Mdropper.J and 
Downloader.Booli.A.  
 
After successful exploitation, an attacker could take complete control of a vulnerable system, and 
perform actions such as install programs, view, change, and delete data, and create user accounts.  

Microsoft has not released patches which address this vulnerability as well as other workarounds. 

 
REFERENCES: 
http://www.us-cert.gov/cas/techalerts/TA06-167A.html 
http://www.kb.cert.org/vuls/id/802324 
http://www.us-cert.gov/cas/tips/ST04-010.html 
http://www.microsoft.com/protect/ 
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